PRIVACY IMPACT ASSESSMENT (PIA)

PRESCRIBING AUTHORITY: DoD Instruction 5400.16, "DoD Privacy Imipact Assessment (P1A)} Guidance”. Complete this form for Department of Defense
{DoDy) information systems or electronic collactions of information (referred to as an "electronic collection® for the purpose of this form) that collect, maintain, use,
and/or disseminate personally identifiable information (Pll) about members of the public, Federal employees, contractors, or foreign nationals employed at U.S,

military facilities internationally. In the case where no Pl is collected, the PIA will serve as a conciusive determination that privacy requirements do not apply to
system.

1. DOD INFORMATION SYSTEM/ELECTRONIC COLLECTION NAME:
U.8. Africa Command Instagram account

2. DOD COMPONENT NAME: 3. PIA APPROVAL DATE:

United States Africa Command 10/15/20

SECTION 1: PIl DESCRIPTION SUNMMARY (FOR PUBLIC RELEASE)
a. The Pllis: (Check-ane. Nofe:foreign nationals are included in general public.)

[} From members of the general public [(]  From Federal employees andfor Federal contractors

From both members of the general public and Federal employees and/or N I ;
. Federal contractors : D Not Collected (if checked proceed fo Sectian 4)

h. The Pl is ina: (Check one)
[] Mew DoD information System D New Electronic Collection
[] Existing DoD Information System i:] Existing Electronic Collection

[:| Significantly Modified DoD Information System

c. Describe the purpose of this DoD information system or electronic collection and describe the types of personal information about individuals
collected in the system.

U.S. Africa Command {(AFRICOM) uses Instagram, a publicly available socidl nétworking website, to disseminate information to the public.
AFRICOM currently maintains one Instagram account created and administered by the Public Aftairs Office (PAO).

The AFRICOM Instagram account can be accessed online at:
hitps:/fwww.instagram.com/usafricacommand/

These Ihistagram page allows AFRICOM to provide various audiences a deeper understanding of AFRICOM, its missions and the timely
release of information. The type of content postéd on J035 social media platforms is intended to inform and educate. audiences about the
command and its missions and operations,

This page is available to the public, and individuals do not need to register for a Instagram account to see the AFRICOM's Instagram page
content. The vast majority of AFRICOM's content on Instagram is.also available on the AFRICOM Website: If users wish to actively engage
with AFRICOM on Instagram, they must register and are subject to Instagram’s Terms of Service. Users who interact with AFRICOM on
Instagram may like, comment on, and share the content created by AFRICOM. These types of interactions add a viral marketing component
to the Comimand's outreach and education efforts,

d. Why is the Pll collected andfor what is the intended use of the PH? (e.g., verification, identification, authentication, data mafching, mission-related use,
administrative use)

Individual users - who register with Instagram are required to provide a first name, last name, valid email address, password, sex, and date of
birth to create a personal Instagram profile. Once registered, users have the option to provide a wealth of additional information about
themselves such as telephone number, interests, empioyment, etc., which may be displayed on the individual user’s personal Instagram
profile page or otherwise maintained or used by Instagram. This information, if provided in the nser profile, may be available to AFRICOM
in whole or part, based on a user’s privacy settings.

Where authorized or required by law, AFRICOM may view, read, review, or rély on information that vsers of Instagrarh make available to
the public or directly to AFRICOM. However, AFRICOM does not routinely solicit, collect or maintain PIT of members of the public. Nor
does it routinely disseminate the unsolicited P1I. AFRICOM may collect-usernames of individuals who post messages directly to
AFRICOM or AFRICOM staff that are deemed threatening or potentially violent. Additionaily, AFRICOM may dlso occasionally produce
reports or summaries of its use of this social media platform that include PII that is posted publicly (i.e., usernames) as part of its Federal
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records retention obligations.

e. Do individuals have the opportunity to object to the coliection of their PII? ] ves [X] Mo
(1) I "Yes,” describe the method by which individuals can object to the collection of Pil.

{2) If "No," state the reason why individuals cannot abject to the collection of PIL.

All information about an individual that is available on the AFRICOM Instagram page is made available to AFRICOM because the
individual liked, commented on, or shared a post. The only information that is available to AFRICOM is the username and the information
that the individual chose to provide. '

f. Do individuals have the opportunity to consent to the specific uses of their PII?’ {:] Yes ]_T('_} No
(1} if "Yes,” describe the method by which individuals can give or withhold their consent.

(2} 1 "No," state the reason why individuals cannot give or withhold their cansent.

AFRICOM does not use the PIF of an individual for any purpose other than for purposeés of identifying users who post violent or threateiling
to AFRICOM or its staff, or to produce summaries of its use of the Instagram social media platform that may include information that is
publicly posted in order to meet its Federal records retention obligations. Users who simply visit the Instagram page and ejther 1) do not
have a Instagram account or 2) are not logged in/do not interact with the page, do not make any Pil available to AFRICOM Instagram
administrators.

g. When an individual is asked to provide PlI, a Privacy Act Statement (PAS) andfor a Privacy Advisory must be provided. (Check as appropriate and
provide the actual wording.}

[] Privacy ActStatement [7 Privacy Advisory Not Applicable

It is important to note that the Instagram page is not the official AFRICOM website. Instagram is controlled and operated by a third party
and is not a government website or application. Therefore, AFRICOM is unable to provide any assurance that the-information being
collected by Instagram and ifs application providers will adhere to the Privacy Act of 1974 or any other Federal requirement. By accessing
AFRICOM's Instagram page, users may be providing non-government third parties access to their personal information, which can be used
to distinguish or trace the individual’s identity. Additionally, Instagram and its application providers may use persistent technology
throughout their sites. Users must consenit to'this when they accept the Instagram Terins of Service. AFRICOM may exercise limited control
over the sharing of PII on its Instagram pages by deleting individual comments, consistent with its commenting policy, if an individual posts
tnnecessary amounts of PIL

h. With whom wilt the Pll be shared through data exchange, both within your DoD Component and outside your Component? (Chack. all that apply)

[:| Within the DoD Component Specify. l
7] Other DoD Components Specify. |
Posts, which include username, may be shared with NARA

X| Other Federal Agencies Specify. > . ] ne,
gencs pecily for records management auditing purposes.
D State and Local Agencies Specify.

Confractor {Name of contractor and describe the language in
E] the contract that safeguards Pif. Inciude whether FAR privacy Spécify

clauses, i.e., 52.224-1, Privacy Act Nolification, 52,224-2, 3 :

Privacy Act, and FAR 39,105 are included in the confract.)
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There is a possibility that other third party applications may
access and share user information. For example, links posted
by the FTC may lead to third-party, non-government

Other (e.g., commercial providers, cofleges), Specify. | websites that may have different privacy policies than those
of Instagram or AFRICOM., Instagram and its application
providers may use persistent technology throughout their
sites.

i. Source of the Pll collected is: (Check all that apply and fist all information.systems if applicable)

@ |ﬂdiVE_dL|EIS D Databases
[T1 Existing DoD Information Systems [[] Commercial Systems

[} Other Federal Information Systems

All information {username and comment content) is provided to the USAFRICOM website from users who interact with the Command on
Instagram by liking, commenting on, or sharing USAFRICOM news and information.

J. How will the information be collected? (Check aif that apply and list all Official Form Numbers if applicabie)

E:] E-mail |:] Official Form {Enter Form Number(s) in.the box below)}
[] Face-to-Face Contact [] Paper

] Fax [] Tetephene Interview

L—_| Information Sharing - System to Sysiem Website/E-Form

[] Other (if Other, enter the information In the box-below)

As AFRICOM posts updates on its Instagram pages, individuals sometimes comment on the updates. These comments may include PII from
the individual making the comment, such as their user names. Users who simply visit the Instagram page and either 1) do not have a
Instagram account or 2) are not logged in/de not interact with the page, do not make any PII ayailable to AFRICOM Instagram
administrators.

k. Does this Dob Information system or electronic collection require a Privacy Act-System of Records Notice {SORN)?

A Privacy Aét SORN is required if the information system or electronic coflection contains information.about U.S. citizens or Jawiul permanent U.S. residents that
is retrigved by name or other unique identifier. PIA and Privacy Act SORN information must be consistent.

[] Yes No
If "Yes," entér SORN Systern Identifier | i

SORN Identifier, not the Federal Register (FR) Citation. Consult the DoD Component Privacy Office foradditional information or hitp://dpcid.defense.gov/
Privacy/SORNs/
or

If a-SORN has not yet been published in the Federal Register, enter date of submission for approval to Defense Privacy, Civil Liberties; and Transparency
Division (DPCLTD). Consult the DaD Component Privacy Office for this date

if "No," explain why the SORN is not required in accordance with DoD Regulation 5400.11-R: Depariment of Defense Privacy Program.

Instagram is controlled and operated by a third party and is not a government website or application. Therefore, AFRICOM is unable to
provide any assurance that the information being collected by Instagram and its application providers will adhere to the Privacy Act of 1974
or any other Federal requirement.

I. What is the National Archives and Records Administration {NARA) approved, pending or general records schedule (GRS) disposition authority
for the system or for the records maintained in the system?

(1) NARA Job Number or General Records Schedule Authority. NARA GRS 6.4, Ttem 020, Public Comments and Communications not d

(2) If pending, provide the date the SF-115 was submitted to NARA, | |
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(3) Retention Instructions.

Comments received by AFRICOM are subject to destruction when 90 days old, but longer retention is authorized if reéquired for business
use. However, AFRICOM Instagram page administrators have limited ability to delete users and/or their comments, hide posts, and block
users, as noted earlier. Staff deletes comments that violate AFRICOM's comment policy, which is outlined on each of its Instagram pages.
AFRICOM does not maintain any record-of delefed comments nor do they notify users that their comments have violated the comment
policy.

m, What is the authority to collect information? A Federal law or Executive Order must authorize the collection and maintenance of a system of
racords. For Pll'not collected or maintained in a system of records, the collection or mainteniance of the Pll must be necessary to discharge the
requirements of a statue or Executive Order.

(1) ifthis system has a Privacy Act SORN, the authorities in this PIA and the existing Privacy Act SORN should be similar.

(2) If a SORN does rot-apply, cite the authority for this DoD information system or electronic collection-to collect, use, maintain and/or disseminate PII.
{If mulliple authorities are cited, provide all that apply).
{a) Cite the specific provisions of the statute andfor EQ {hat authorizes the operation of the system and the collection of PII.

(b If direct statutory. authority or an Executive Ordér does not exis, indirect statutory authority may be cited if the authority requires the
operatioh or administration of a program, the execution of which will require the ¢ellection and maintenance of a system of retords,

{c) If direct or indirect authority does not exist, DoD Components can use their general statutory grants of authority (‘irternal housekeeping”) as
the primary authority. The reguirement, directive, or instruction implementing the statute within the DoD Component must be.identified.

10 U.S.C. 113, Secretary of Defense; 10 U.S.C. 161, Combatant commands: establishment ; 10 U.S.C. 164 Commanders of Combatant
Commands: assignment; powers and duties. Additionally, the President’s January 21, 2009 memorandum on Transparency and Open
Government and the OMB Director’s December 8, 2009-Open Government Directive call on federal departments and agencies to harness
new technologies to engage with the public. Using tools to communicate with the public and USAFRICOM partners on platforms where they
are active help to meet the federal guidance outlined in the directive and memorandum including transparency, participation and
collaboration.

n. Does this DoD information system or electronic colection have an active and approved Office of Management and Budget (OMB) Control
Number?

Contact the Component Information Management Control Officer or DoD Cléarance Officer for this information. This numiber indicates OMB approval fo
collect data from 10 or more members of the public.in a 12-month period regardless of form or format.

] Yes [X] No  [] Pending

(1) If "Yes," list all applicable GMB Control Numbers; collection titles, and expiration dates.

(2) If *No," explain why OMB appraval is not required in. accordance with DoD Manual 8910.0%, Volume 2, " DoD Information Collections Manual:
Procedures for DoD Public nformation Collections.”

(3) If "Pendirig," provide the date for the 60 and/or 30 day notice and the Federal Register citation.

Per the OMB memorandum, Social Media, Web-Based Interactive Technologies, and the Paperwork Reduction Act (April 7, 2010) and DoD
Manual 8910.01, Volume 2, the USAFRICOM's use of Instagram is not an information collection activity that would trigger the requirements
of Act.
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SECTION 2: Pl RISK REVIEW

a. What PIl will be collected (a data element alone or in combination that can uniquely identify an individual)? (Check all that apply)

[] Biometrics [[] 8irhbate ] child information

[] citizenship [] Disability Information {"] DoD iD Number-

[ ] Drivers License [] Education Information [T Emergency Contact

Employment Information [:I Financial Infcrmationf {X] Gender/Gender Identification
Home/Cell Phone [0 Law Enforcement Information [T] Legal Status

[j Mailing/Home Address Marital Status D Medical Information

[ Military Records [} other's Middle/Maidén Name Name(s)

[:] Official Duty Address B Official Duty Telephone Phone l:] Other ID Number

[[] Passport Information Personal E-mall Address Photo

[l Piace of Birth [ Position/Title [] Protected Health Information (PHI)*
[[] Race/Ethnicity [J RankiGrade ] Religious Preference '
[[] Records [} Security Information [ ?0‘::;3’] ?ecurity Number (SSN) (Full or In-any
[] work E-mail Address [} 1FOther, enter the information in the box bélow

Individual users who register with Instagram are required to provide a first name, last name, valid email address, password, sex, and date of
birth to create a personal Instagram profile. Once registered, users have the option to provide a wealth of additional information about
themselves such as telephone number, interests, employment, etc., which may be displayed on the individual user’s personal Instagram
profile page or otherwise maintained or used by Instagram. This information may or may not be available to USAFRICOM and others, in
whole or part, based on a user’s privacy settings.

Consumers who simply visit AFRICOM's Instagram pages and either 1) do not have a Instagram account or 2) are not logged in/do not
interact with the page, do not make any PII available to AFRICOM Instagram administrators.

If the SSN is collected, complete the following questions:

(Do Instruction 1000.30 states that all DoD personnel shail reduce or eliminate the use of SSNs wherever possible. SSNs shall not be used in spreadsheets,
hard copy lists, electronic reports, or collected in surveys unless they meet one or more of the acceptable use criteria.)

{1) Isthere a current {dated within two (2) years) DPCLTD approved SSN Justification on Memo in place?

[] Yes T[] Ne

if"Yes," provide the signatory and date approval. If “No," explain why there is no SSN Justification Memo.

{2) Describe the approved acceptable use in accordance with DoD [nstruction 1000.30 "Reduction of Social Security Number (SSN) Use within DoD",

{3) Describe the mitigation efforts to reduce the use including visibility and printing of SSN in accordance with DoD Instructoin 1000.30, “Reduction of
Social Security Number (SSN) Use within Dob”,

(4) Has a plan to eliminate the use of the SSN or mitigate its use and or visibility been identified in the approved SSN Justification request?

If "Yes," provide the unique identifier and when can it be eliminated?
H “No,” explain.

[l Yes [ Mo

DD FORM 2930, JUN 2017 PREVIOUS EDITION 1S OBSOLETE. AEMDesigrer  Page 5 of 8




b. What is the PIl confidentiality impact levei®? Low [:] Moderate I:] High

1Tha definition of PHI involves evaluating sonditions listed in the' HIPAA: Consult with General Counsal to make this determination.

ZGuidance on determining the Pil confidentiality impact lavel, see Secticn 2.5 "Categorization of Pi Using NIST SP 800-122." Use the identified PIi confidentiaity impact level to apply the appropriale Privacy Overlay
low, maderate, or high. This activity may bé conducted as part of the categorization exercise that cccurs underiha Risk Management Framework (RMF). Note that categorization under the RMF is typically
conducted using tha information types described in NIST Spacial Publication {SP) 800-60, which are not-as granular asthe PIi data elements kisted in the PIA tabie. Determining the PIl canfidengiality Impact level is
most effective when deng in colfaboration with the information CGwner, Information Systern Qwner, Information System Security Manager, and representatives frem the security and privacy organizations, such as the
Infarmation System Security Officer (1ISS0) and Senior Component Official Tor Privacy {SCOP) or designees. : : ’ ’

¢. How will the Pl be secured?

(1) Physical Controls. (Check alf that apply)

[] Cipher Locks [1 Closed Cireuit TV (CCTV)

]  Combination Locks 1 Identification Badges

[[] KeyCards [] safes

[l Secuity Guards ' If Other, énter the information in the. box below

In-general this does not apply.

(2) Administrative Controls. (Check aif that apply)

Backups Secured Off-site

Encryption of Backups

Metheds to Ensure Only Authorized Personnel Access'to PlI
Periodic Security Audits

Regular Monitaring of Users' Security Practices

If Other, enter the information in the box below

AFRICOM does not routinely use Instagram to solicit, collect, maintain, or disseminate PII from members of the public. Regarding the
limited instances in which the FTC does so, AFRICOM follows the methods laid out in privacy and security policies to secure all agency
PIIL. Any copies of comments or other user interactions on Instagram maintained for law enforcement or record auditing purposes are
subject to applicable Federal privacy and information security laws.

Instagram, not AFRICOM, controls the security of comments or other information posted on that site. Instagram users should review
Instagram’s terms of service and privacy policies for information regarding the security of that site.

(3) Technicat Controls. (Check all that apply}

[ Biometrics ] Common Access Gard (CAC) [_] DaD Public Key infrastructure Cerfificates
E] Encryption of Data at Rest "] Encryption of Data in Fransit || Extemnal Certificate Authority Cerfificates
[] Firewall ] Intrusion Detection System (IDS) 7] Least Privilege Access

[[] Role-Based Access Confrols L] Used Orily for Privileged {Elevated Roles) [ ] User ldentification and Password

[1  virtual Private Network (VPN) If Other, enter the information.in the box below

Instagram controls the security of comments or other information posted on that site, Instagram users should review Instagram’s terms of
service.and privacy policies for information regarding the security of that site.

d. What additional measures/safeguards have been put in place to address privacy risks for this information system or ejectronic collection?
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